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1.KISALTMA LiSTESI

SDN : Yazilim Tanimli Aglar (Software Defined Network)
IDS : Saldir1 Tespit Sistemi (Intrusion Detection System)

IPS : Saldir1 Engelleme Sistemi (Intrusion Prevention System)



2.0ZET

Bu calismanin amaci, glinlimiizde biiyilk bir sorun haline gelen ag saldirilarini tespit
ederek kullaniciyr bu saldir1 girisiminden haberdar etmek ve bu saldirilar1 engellemeye

calismaktir. Bu ag saldir1 tespit ve dnleme sistemi SDN tabanli gelistirilmistir.

Projenin yapim asamasinda yapilan saldirilari tespit edip engellemek amaciyla Snort IDS
ve Snort IPS kullanilmistir [4]. Sanal makine iizerinde Victim, Attacker sunucular1 ve
Snort-Router yonlendiricisi olusturulmustur. Snort-Router, Attacker sunucusundan Victim
sunucusuna yapilan erigimi olusturulan kurallar ile drop etmeye calismistir. Mininet
komutlariyla olusturulan SDN, host ve switchler arasindaki baglantilar1 goriintiilemek igin

Ryu Controller kullanilmistir.

3.GIRIS

Yazilim Tanimli Ag (SDN), su anda mevcut olan ag mimarisine farkli bir yaklasim ile
daha esnek daha yonetilebilir daha glizel monitor edilebilir yeni bir yap1 ortaya koyan bir
teknolojidir. Giintimiizde gelismekte olan bir ag yonetim teknolojisi olup, ana fikri agin
kontrol ve veri yonlendirme diizlemlerini birbirinden aymrmaktir. SDN’nin bu ayrimi
yapmaktaki amac1 aglarin bakim yiikiinii biiylik 6l¢iide azaltmak, kaynaklarin daha verimli
kullanilmasini saglamak ve kontrol mekanizmasini merkezi hale getirerek agin

yonetilmesini kolaylastirmaktir [1-5].

Gilintimiizde saldir1 teknikleri o kadar karmasik bir hal almistir ki bazen sadece bir
giivenlik duvari ile bu saldirilar1 engellemek pek miimkiin olmamaktadir. Bu nedenle
internetten gelen veri paketlerini inceleyen (Saldir1 Tespit Sistemi), bu paketlerdeki veriyi
onceki paketlerle karsilastiran ve saldir1 olma ihtimali olan paketlerin ge¢cmesini
engelleyecek sistemlere ihtiyag olmustur. Bu tip sistemlere Saldirn Onleme Sistemleri

(Intrusion Prevention Systems) denilmektedir [2].

Ag saldir1 tespit sistemleri, tiim tedbirlere karsin bilgisayar sistemlerine yapilan saldirilari
gerceklesirken ya da gergeklestikten sonra tespit etmek, internet veya yerel agdan
gelebilecek, agdaki sistemlere zarar verebilecek, cesitli paket ve verilerden olusan bu
saldirilar1 fark etmek iizere tasarlanmis sistemlerdir ve bu saldirilara yanit vermeyi

amaclayan bir giivenlik teknolojisidir. Ag saldir1 6nleme sistemleri ise gelen paketleri
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inceleyerek zararli olup olmayacagma karar verir ve buna gore aksiyon alir. Hatta
giiniimiizde IPS cihazlar1 giivenlik duvarindan once 6nde konumlandirilmakta olup
paketleri inceler. Eger paketler zararli kodlar (kurtguklar, Truva atlari, uygulama seviyesi
saldirilar, onbellek tasmalar1 gibi) igeriyorsa IPS, tehditlere karsi kapsamli koruma

saglamaktadir [2].

Ag saldir1 tespit ve engelleme sistemlerinde SDN kullanilarak aglarin kontrolii tek bir
kontrol noktasiyla saglanir. Bu yapiyr kullanan saldir1 engelleme sistemine 6rnek olarak
Sphinx verilebilir. Sphinx uygulamasinin ana ¢alisma mantig1 ger¢ek zamanl olarak artan
ag akig grafikleri olusturmak ve tiim SDN durumunu dogrulamak i¢in OpenFlow kontrol
mesajlarindan topolojik ve yoOnlendirme meta verilerini toplamaktir [7]. Bu veriler

araciligiyla da topoloji lizerine yapilan giivenlik saldirilarini tespit ederek engeller.

Var olan c¢alismalar gz oniine alinarak bu projede SDN tanimli ag saldir1 tespit ve 6nleme

sistemi gelistirilmistir.

Saldir1 tespit ve engelleme sistemi olarak Snort’un tercih edilmesinin sebebi Snort’ta var
olan kurallarin ihtiyaglar dogrultusunda kolay bir sekilde degistirilebilmesidir. Snort’u
inline modda yapilandirarak IPS olarak kullanabiliyoruz. Yani Snort, sisteme sizma
girisimleri tespit etmekle beraber bu girisimlere ait paketlerin de silinmesini sagliyor. Bu
inline modu ise paketler iptables lizerinden yonlendirme yapilarak Snort’a iletiliyor ve
yonlendirilmis olan bu paketler yine daha Onceden tanimlanmis kurallar uyarmca
geciriliyor ya da drop ediliyor. Yani kendi basina IDS olarak ¢alisan Snort, inline modunda

calistirilarak IPS 6zelligi kazanmis oluyor [3].
4.MALZEME VE YONTEM

Calismada VMware Workstation sanal makinesinde 3 adet sanal makine olusturuldu.
Ilkinde Snort Router icin bir Ubuntu isletim sistemi olusturuldu. Bu makinede Snort
kurulumu yapildi, kurallar olusturuldu. 2. sanal makinede (Vietim), ag saldirisina
ugrayacak sunucu i¢in bir Ubuntu isletim sistemi olusturuldu. 3.sanal makinede (Attacker
sunucusu), Victim sunucusuna karsi ag saldirisini1 gerceklestirecek bir Kali Linux isletim

sistemi olusturuldu. Bu sanal makinelerin olusturulma asamalar1 s6yledir:

VMware Workstation programinin kurulumunu gerceklestirdikten sonra agiyoruz:
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Sekil 4.1 VMware Workstation 11

Victim ve Attacker sunucular1 i¢in 2 adet network adapter ekliyoruz. Victim ig¢in
Vmnetl1 virtual switch’ini segiyoruz, Subnet IP degeri olarak 192.168.248.0/24, Subnet
mask degeri olarak 255.255.255.0 degerlerini veriyoruz. Attacker i¢in Vmnetl2 virtual
switch’ini se¢iyoruz. Subnet IP degeri olarak 192.168.232.0/24, Subnet mask degeri olarak
255.255.255.0 degerlerini veriyoruz:

_g_ Virtual Metwork Edder b4

e Tipe Exterrial Cormection bt Connection  DHCP Subriet Address

Weinetl Hast-only - Conmected Enabled 192, 168, 106.0

Winetl AT HAT Connected Enahied 102, 168.94.0

WEnetll  Custom 152,168, 248.0

Weinetl2  Cusbom - - - 162, 168.232.0

B Metwrk,, Feméne flebaork

WMt Information

Sridged (onnect W5 direcliy to the exdernal network)

i el Aptoeasbic Cetiings
HAT {shared host's IP address with VHs) MAT Settnga..,
Hast-only forrect Y45 internally I a private netweark])

Cormect & hoct vriua sdapler o e netveork

Host virhual adapter nams: Yidwere MNetwark Adapber Wdnet1

Jee aogl DHCP service to distrbute TP address to WMe DHCP Settings...
SubrebDP: | 152,163, 106 . 0 Submetmask: | 355,355,255, 0 |

fy Admiristrator privilepes are required to modify the network configuration. | Change Settings

Sealars Dafaudls n Camcel | Bpaly | Hela

Sekil 4.2 Virtual Network Editor
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VMware lizerinde Snort-Router sanal makinesini olusturuyoruz. Snort-Router, Victim

ve Attacker sunuculari arasinda yonlendirilen paketleri incelemek i¢in olusturuldu:

& - N
File Ede View VM Tobx Hep | M = | 2B | £ e =
Libary =
.
ubuntu q’]} 1257 AM ﬂ

L Vietim
57 Attacker

11 narmal-user
£ Shared Vhis

SRR G

Te rutum 1o your computer, mewve the maucs pairter outsids or precs Ctrls Al

Sekil 4.3 Snort-Router

Snort-Router’in Victim ve Attacker sunucular1 arasindaki yonlendirmeyi saglayabilmesi
bu sunucularin network adaptorlerini Snort-Router’a ekledik. Snort-Router’in internet

baglantisini saglayabilmek i¢in ayr1 bir NAT adaptorii de eklendi:

Virtual Machine Settings

E;‘ Snort-Router
Hardware | Options

W) zo06AM %
Device status
Connected
Connect at power on

Device Summary
W Memory 1GB

[ Processors 1
SiHard Disk (5CSI) 20 GB

*)CD/DVD (SATA)  Auto detect Network connection

() Bridged: Connected directly to the physical network
Replicate physical netwark connection st

Felnetwork Adapter 3 NAT

USE Controller Present

@ | Sound Card Auto detect

E:]PHI‘\‘E[ Present @) Custom; Spedfic virtual network

W pisplay Auto detect WMnetL

(C)NAT: Used to share the host's [P address
ost-only: A private network shared with the host

': | LAN segment:

LAM Segments.., | | Advanced...

Cancel

Sekil 4.4 Snort-Router settings
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VMware lizerinde Attacker sanal makinesini olusturuyoruz. Attacker, Kali Linux isletim

sisteminde kuruldu ve Victim sunucusuna ag saldiris1 yapmak amaciyla olusturuldu:

Fle Eft View VM Tabs Hep | ¢ | 2 | [ SN | e O R
Libra ®
£ 5 Sorthovter | (5 Abbacker % | (Flctim
Dol VM_S4bie
1 rommal-user
£ Shared WM
< >
Ta retum to your computer, move the mouse poiter outside or pren Ctri At = _ BR4CS

Sekil 4.5 Attacker

VMware iizerinde Victim sanal makinesini olusturuyoruz. Victim, Ubuntu isletim

sisteminde kuruldu ve ag saldirisina ugramak amaciyla olusturuldu:

@ : m— RS _amm

File Edit View WM Tobs Help | |1 » | &2

Library ®

O Typehersrosearch
s ubuntu ) zo3am
= [ My Cornputer
] SOMN_tutorial_Wh_B4bie
3 Snort-Routes
) Victim
15 Attacion
{71 normal-uses
(T Shared WMz

victim

Sekil 4.6 Victim

sudo apt-get install snort komutuyla Snort-Router’da Snort programimnin kurulumunu

gerceklestirdik:



snort@ubuntu; -

snor t@ubuntu: -5 sudo apt-get install snort
Reading package lists... Done

Bullding dependency tree

Reading state information... Done

snort is already the newest version.

B8 upgraded, ® newly installed, 8 to remove and 249 not upgraded.

Sekil 4.7 Snort kurulumu

sudo nano /etc/network/interfaces komutuyla eth( (Victim icin), ethl (Attacker icin) IP

adresleri belirlendi. Bu IP adresleri Victim ve Attacker i¢in gateway olarak kullanild:

snort@ubuntu: ~
GNU nano 2.5.3 File: /etc/network/interfaces

B interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

auto ethoe

iface eth® inet static
address 192.168.248.1
netmask 255.255.255.0

auto ethl

iface ethl inet static
address 192.168.232.1
netmask 255.255.255.0

= — Read 13 lines
{+«@l¥ Get Help @ Write Out @ Where Is [@4 Cut Text [ 8] Justify We Cur Pos
W Exit Wi Read File @\ Replace WY Uncut Textigl To Spell gl Go To Line

Sekil 4.8 IP adresleri belirleme

ifconfig komutuyla ethernetlere atanan IP adreslerini gosterdik:
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snort@ubuntu: ~ 2:25AM {1

snort@ubuntu:~$ sudo nano fetc/network/interfaces

[sudo] password for snort:

snort@ubuntu:~$ ifconfig

eth® Link encap:Ethernet HWaddr 68:8c:29:a7:95:55
inet addr:192.168.248.1 Bcast:192.168.248.255 Mask:255.255.
inet6 addr: feB8@::20c:29ff:fea7:9555/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15080 Metric:1
RX packets:250043 errors:® dropped:® overruns:@ frame:@
TX packets:312860 errors:0 dropped:® overruns:0 carrier:@
collisions:® txqueuelen:1086
RX bytes:51660032 (51.6 MB) TX bytes:35277180 (35.2 MB)

Link encap:Ethernet HWaddr 08:0c:29:a7:95:5fF

inet addr:192.168.232.1 Bcast:192.168.232.255 Mask:255.255.
inet6 addr: feB8@::20c:29ff:fea7:955f/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:250230 errors:0 dropped:® overruns:® frame:@

TX packets:312958 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000

RX bytes:26620919 (26.6 MB) TX bytes:68322396 (60.3 MB)

Link encap:Ethernet HWaddr ©00:8c:29:a7:95:69

inet addr:192.168.48.129 Bcast:192.168.48.255 Mask:255.255.
inet6 addr: feB8@::c81b:97bd:9ced:f5fa/64 Scope:lLink

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX packets:10470 errors:0 dropped:® overruns:0 frame:0

TX packets:6719 errors:@ dropped:® overruns:0 carrier:@
collisions:® txqueuelen:1008

RX bytes:6971771 (6.9 MB) TX bytes:1334411 (1.3 MB)

Link encap:Local Loopback
inet addr:127.0.06.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

Sekil 4.9 Ethernetleri goriintiileme

sudo apt-get install nmap komutuyla Attacker’da IP taramasi yapabilmek i¢in nmap

kurulumunu yaptik:

.~# sudo apt-get install nmap
eading package lists... Done
Building dependency tree
Reading state information... Done

map is already the newest version (7.40-1lkalil).
upgraded, @ newly installed, © to remove and 394 not upgraded.
s ~#

Sekil 4.10 nmap kurulumu

sudo nano /etc/network/interfaces komutuyla eth( (Attacker icin) IP adresi ve gateway

belirlendi:
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root@kali: ~ @ @ ¢
File Edit View Search Terminal Help
GNU nano 2.7.4 File: /etc/network/interfaces

4 This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

auto etho

iface eth® inet
address 192.168.
netmask 255.255.
gateway 192.168.

[ Read 15 lines ]
gt Get Help @0 Write Out @y Where Is d Cut Text gl Justify |8 Cur Pos
il Read File g} Replace gl Uncut Textgg] To Spell | Go To Line

Sekil 4.11 IP adresi ve gateway belirleme

Apache web sunucusunun kurulumu yapildi:

Terminal

M S E victim@ubuntu: ~

victim@ubuntu:~5 sudo apt-get install apache2
[sudo] password for victim:
Reading package lists... Done
Building dependency tree
Reading state information... Done
apache2 is already the newest version (2.4.18-2ubuntu3.2).
| © upgraded, © newly installed, ©@ to remove and 188 not upgraded.
victim@ubuntu:~$ [J

Sekil 4.12 Apache server kurulumu

Victim sunucusunun web server’ia baglanabilmek i¢in gerekli olan kimlik dogrulama ve
baglandiktan sonra web’de goriinecek mesaji diizenlemek i¢in birka¢ adim uygulandi. Bu

adimlar sirasiyla soyledir:
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[Ik olarak servera baglandigimizda ekranda goriinecek mesaj belirlendi:

Terminal T3 ) 306AM 1%

@S % root@ubuntu: /var/www/html

victim@ubuntu:~$ sudo su

[sudo] password for victim:

root@ubuntu: /home/victim# cd fvar /www/html
root@ubuntu: /var /www/html# echo "Victim Webserver" = index.html

root@ubuntu: /var/www/htmlz ]

Sekil 4.13 Html mesajmin belirlenmesi

nano /etc/apachel/sites-available/000-default.conf komutuyla icine girilen dosyada
sekildeki diizenleme yapildi:

root@ubuntu: /var/www/html
GNU nano 2.5.3 File:

BvirtualHost *:80>
The ServerName directive sets the request scheme, hostname and port t$
the server uses to identify itself. This is used when creating
redirection URLs. In the context of wvirtual hosts, the ServerName
*“ specifies what hostname must appear in the request's Host: header to
- match this virtual host. For the default virtual host (this file) this
. value is not decisive as it is used as a last resort host regardless.
However, you must set it for any further virtual host explicitly.
ServerName www.example.com

ServerAdmin webmaster@localhost
DocumentRoot
<Directory "/var/www/html">

. AuthType Basic
AuthName "Restricted Content"
; AuthUserfile fetc/apache2/.htpasswd
Require valid-user
Read 36 lines

e
WY Get Help @8 Write Out W Where Is @d Cut Text @M Justify W8 Cur Pos
P W Exit Wil Read File @Y Replace Wl Uncut Textgl] To Spell gl Go To Line

</Directorys>
E # Available loglevels: trace8, ..., tracel, debug, info, notice, warn,

Sekil 4.14 000-default.conf dosyasinin diizenlenmesi
Dosya diizenlendikten sonra servera giris yapacagimiz kullanici ad1 ve sifresi belirlendi:

Terminal

root@ubuntu; ~
root@ubuntu:~# htpasswd -c fetcfapache2/.htpasswd gazi

Mew password:

Re-type new password:

Adding password for user gazi
root@ubuntu:~# |




13

Sekil 4.15 Kullanic1 ad1 ve sifresinin belirlenmesi

Yapmis oldugumuz diizenlemelerin derlendigini gérmek i¢in bir web tarayici agip Victim

sunucusunun server’ina baglanmaya calistyoruz:

o
)

() | 192.168.248.2 X ||Q search A » =

Authentication Required

By _ http://192.168.248.2 is requesting your username and password. The site says: “Restricted
:_ i 4 .o Content”

. User Name: | gazi
é Password: | s

Cancel OK

Sekil 4.15 Kimlik dogrulamasmin yapilmasi

Kimlik dogrulamasmin basar1 ile yapilmasinin ardindan onceden belirlemis oldugumuz

mesaj tarayicida goriintiilendi:

hktp://192.168.248.2/

@~ 192.168.248.2 ¢ | |Q search T A » =

—

g Victim Webserver

Sekil 4.16 Server mesaj1

nano /etc/network/interfaces komutuyla i¢ine girmis oldugumuz dosyada eth0 (Attacker

icin) diizenlemesi yaparak eth0 i¢in IP adresi ve gateway belirlendi:



etc/network/interfaces

B interfaces(5) file used by ifup(8) and ifdown(8)
|| lauto lo
iface lo inet loopback

auto ethe
| iface eth® inet static
| address 192.168.248.2
netmask 255.255.255.0
#snort interface for internal server network
gateway 192.168.248.1

Sekil 4.17 1P adresi ve gateway belirleme

Sonrasinda ise SSH, FTP, DNS ve TELNET icin kurulumlar gerceklestirildi. Islemler
bittikten sonra ag1 yeniden baslattik:

H @ @ & victim@ubuntu: ~

root@ubuntu:~# nano fetc/network/interfaces
root@ubuntu:~# exit
i lexit
victim@ubuntu:~$ /Jetc/init.d/networking restart
[ ] Restarting networking (via systemctl): networking.service.
victim@ubuntu:~$

Sekil 4.18 Agm yeniden baslatilmasi

Snort-Router’da, paket yakalama i¢cin dogrudan PCAP'in kullanilmasi yerine PCAP'in
iizerinde soyut bir ara katman gorevi yapmakta olan DAQ (Data Acquisition Library)

kiitliphanesi kuruldu:

rook@ubuntu: fhome/snort

g root@ubuntu:/home/snort# nano /etc/snort/snort.conf

H root@ubuntu: /home/snort# sudo apt-get install dagq
Reading package lists... Done

ﬂ Building dependency tree

[ =¥ Reading state information... Done

dag is already the newest version (2.0.6-1).
® upgraded, @ newly installed, ® to remove and 85 not upgraded.
root@ubuntu: fhome/snort# [

Sekil 4.19 DAQ kiitiiphanesinin kurulumu

DAQ kiitiiphanesi birkag moda calisabilmektedir, biz bunlardan afpacket’i etkinlestirmek

icin nano /etc/snort/snort.conf komutu ile girdigimiz dosyada diizenlemeler yaptik:
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root@ubuntu: /home/snort Ty ) 404aMm
GNU nano 2.5.3 File: /etc/snort/snort.conf

# Configure IP / TCP checksum mode
config checksum_mode: all

# Configure maximum number of flowbit references. For more information, see RES
# config flowbits_size: 64

Configure ports to ignore
config ignore_ports: tcp 21 6667:6671 1356
config ignore_ports: udp 1:17 53

Configure active response for non inline operation. For more information, see$
config response: etho attempts 2

Configure DAQ related options for inline operation. For more information, see$

config daq: afpacket

tconfig daq_dir: fusr/local/lib/dagq
config dag_mode: inline

config policy_mode: inline

output alert_full: stdout

config dag var: buffer size mb=1024

Sekil 4.20 /etc/snort/snort.conf dosyasinin diizenlenmesi

nano  /etc/snort/rules/snort-ips-tutorial.rules  komutuyla  kurallar  ekledik.  Cat

/etc/snort/rules/snort-ips-tutorial komutuyla yazilan kurallar1 gosterdik:

root@ubuntu: /home/snort 1y ) 409am %

root@ubuntu: /home/snort# nano fetc/snort/rules/snort-ips-tutorial.rules
root@ubuntu: /home/snort# nano fetc/snort/rules/snort-ips-tutorial.rules
root@ubuntu: /home/snort# cat fetc/snort/rules/snort-ips-tutorial.rules
reject tcp !SHOME NET any -> 192.168.248.2 80 (msg:"Login attempt on webserver";
content:"Authorization";sid:1000998;)
drop tcp !SHOME_NET any -= 192.168.248.2 21 (msg:"Login to FTP drop";sid:1000991
)

| reject tcp !$HOME_NET any -> 192.168.248.2 22 (msg:"Login S55H Reject";sid:108099
2)

drop tcp !SHOME_NET any -> 192.168.248.2 23 (msg:"Login Telnet in drop";sid:1000
993)
root@ubuntu:/home/snortz |

Sekil 4.21 Kurallar

Kuralin derlenebilmesi i¢in etc/snort/snort.conf dosyasi igine ekledik:
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root@ubuntu: /home/snort 3 @) a12aMm &
@ GNU nano 2.5.3 File: fetc/snort/snort.conf

include SRULE_PATH/telnet.rules )\
include SRULE_PATH/tftp.rules )\

include SRULE PATH/virus.rules

include SRULE_PATH/voip.rules )\

include SRULE_PATH/web-activex.rules \
include SRULE_PATH/web-attacks.rules \
include SRULE_PATH/web-cgi.rules \
include SRULE_PATH/web-client.rules \
include SRULE_PATH/web-coldfusion.rules \
include SRULE_PATH/web-frontpage.rules \
include SRULE PATH/web-iis.rules \
include SRULE_PATH/web-misc.rules \
include SRULE_PATH/web-php.rules \

include SRULE PATH/x11.rules
include SRULE PATH/snort-ips-tutorial.rules

Sekil 4.22 Kuralin eklenmesi

snort -c /etc/snort/snort.conf -i ethQ:ethl -Q > /var/log/snort/snort.log komutuyla Snort’u
inline moda afpacket yardimiyla ¢alistirtyoruz:

oot@ubuntu: /home/snort Ty 1)) 416aM I
3 Reload thread starting...
@ Reload thread started, thread 0x7f94c9641700 (3579)
|
--== Initialization Complete ==--

-*= Sport! <*-

Version 2.9.9.8 GRE (Build 56)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2016 Cisco and/or its affiliates. All rights reser

Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using libpcap version 1.7.4

Using PCRE version: 8.38 2015-11-23

Using ZLIB version: 1.2.8

Rules Engine: SF_SNORT DETECTION ENGINE Version 3.0 <Build 1>
Preprocessor Object: SF SMTP Version 1.1 <Build 9>
Preprocessor Object: SF_SSLPP Version 1.1 <Build 4>
Preprocessor Object: SF_IMAP Version 1.0 <Build 1>
Preprocessor Object: SF_GTP Version 1.1 <Build 1=
Preprocessor Object: SF_POP Version 1.0 <Build 1»
Preprocessor Object: SF_DNS Version 1.1 <Build 4>
Preprocessor Object: SF_MODBUS Version 1.1 <Build 1=
Preprocessor Object: SF _DCERPC2 Version 1.0 <Build 3>
Preprocessor Object: SF SIP Version 1.1 <Build 1>
Preprocessor Object: SF DNP3 Version 1.1 <Build 1>
Preprocessor Object: SF_REPUTATION Version 1.1 <Build 1>
Preprocessor Object: SF_SDF Version 1.1 <Build 1=
Preprocessor Object: SF_SSH Version 1.1 <Build 3>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>

Commencing packet processing (pid=3578)

Decoding Ethernet

Sekil 4.23 Snort’un ethO ve ethl ‘i dinlemeye ge¢mesi

Sonrasinda Attacker sunucusundan Victim’e baglanmaya calisiyoruz, bu baglant

isteklerinin reddedildigi mesaj1 Attacker’da goriinmektedir:



17

:~# nmap -script http-brute -p 80 192.168.248.2

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-07 07:19 EDT
Nmap scan report for 192.168.248.2

Host is up (0.00071s latency).

PORT  STATE SERVICE

80/tcp open http

| http-brute:

| Accounts: No valid accounts found
|  Statistics: Performed 50009 guesses in 54 seconds, average tps: 935.1

Nmap done: 1 IP address (1 host up) scanned in 56.07 seconds
:~# ssh 192.168.248.2

ssh: connect to host 192.168.248.2 port 22: Connection refused
:~# telnet 192.168.248.2

Trying 192.168.248.2...

telnet: Unable to connect to remote host: Connection refused

Sekil 4.24 Attacker’dan Victim’e baglant1 kurma istekleri

EthO ve ethl arasindaki paket gonderiminin dinlenmesi sonlandirildi ve alinan ve

alindiktan sonra drop edilen paketlerin durumu incelendi:

M S @ root@ubuntu: fhome/snort

Memory usage summary:
Total non-mmapped bytes (arena): 14356480
Bytes in mapped regions (hblkhd): 21590016
Total allocated space (uordblks): 3394768
Total free space (fordblks): 10961712
Topmost releasable block (keepcost): 9124752

Packet I/0 Totals:
Received: 126676
Analyzed: 126676 (100.000%)
Dropped: 873842 ( B8T.339%)
Filtered: 0 ( ©0.000%)
Outstanding: 0 ( ©.000%)
Injected: (5]

Breakdown by protocol (includes rebullt packets):
Eth: 128816 (100.000%)
VLAN: 0 ( ©0.000%)

IP4: 1288605 ( 99.991%)
Frag: 0 ( 0.000%)
ICMP: 8 ( 0©.806%)

UDP: 8 ( 06.000%)

TCP: 128797 ( 99.985%)

(

IP6: 2} 0.000%)

Sekil 4.25.a Paket incelemesi



Terminal 3 )

root@ubuntu: fhome/snort
Tracked: @

HTTP Inspect - encodings (Mote: stream-reassembled packets included):
POST methods: ]
GET methods: 2673
HTTP Request Headers extracted: 2673
HTTP Request Cookies extracted:
Post parameters extracted:
HTTP response Headers extracted:
HTTP Response Cookies extracted:
Unicode:
Double unicode:
Non-ASCII representable:
Directory traversals:
Extra slashes ("//"):
Self-referencing paths ("./"):
HTTP Response Gzip packets extracted:
Gzip Compressed Data Processed:
Gzip Decompressed Data Processed:
Http/2 Rebuilt Packets:
Total packets processed:

o

@
™
"

cooOoODOOCCOO

=2
4]

W
Ly

snort exiting

Sekil 4.25.b Paket incelemesi

root@ubuntu: /home/snort

TCP Timeouts: ©
TCP Overlaps: 0
TCP Segments Queued: 9516
TCP Segments Released: 9516
TCP Rebuilt Packets: 282
TCP Segments Used: 7286
TCP Discards: 183
TCP Gaps:
UDP Sessions Created:
UDP Sessions Deleted:

ot
=
L

oo
o

UDP Timeouts:
UDP Discards:

kad
b
A

Events:
Internal Events:
TCP Port Filter
Filtered:
Inspected:
Tracked: 126657
UDP Port Filter
Filtered:
Inspected: ©
Tracked: ®

o= o000 00

) @

L=

Sekil 4.25.c Paket incelemesi

S5.TARTISMA VE SONUC
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Bu projede donanimdan bagimsiz sanal bir ag olusturulmus ve bdylece bu agin yonetimi
daha kolay bir hale gelmistir. Bir agin tek bir noktadan yonetilmesi demek o aga
yapilabilecek saldirilarin tek bir noktadaki paketlerin incelenmesi sayesinde daha az
zahmetle tespit edilip engellenmesi demektir. Bu saldirilara imza vermek bizim isimizi bir
nebze de olsa kolaylastirmaktadir. Ciinkii her yeni saldir1 tiiriine kars1 bastan yeni bir {iriin
hazirlamak hi¢ kolay bir is degildir. Bunun yerine daha az emek ile isimizi karsilayabiliyor

olmamiz bir firsattir.

Ag tabanl saldirilarin maalesef ¢ok oldugu giiniimiizde bu saldirilardan korunabilmek i¢in
bir takim araglara ihtiyacimiz var. Bunun iilkeler arasi boyutunu da goz oniine alirsak sahsi
veya kurumsal olan bilgiler gibi devlete ait bilgilerin de bu saldirilardan korunmasi
gerektigini anlamig oluruz. Siber terérizm kavraminin da daha ¢ok kullanilir oldugunu
dikkate aldigimizda bir saldir1 engelleme sisteminin (IPS) ne kadar 6nemli oldugunun bir
kez daha idrakine varmis bulunmaktayiz. Bu konu iizerine daha ¢ok arastirma yapip yeni

projeler iiretmemiz gerekmektedir.
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Bu kisimda gosterilecek bir ek bulunmamaktadir.
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